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Bill Analysis 

 

SB 320 provides that the Office of Management and Enterprise Services shall have the 

responsibility to assess and track all levels of cybersecurity incidents occurring within state 

agencies, counties, municipalities, and political subdivisions. The classification system for the 

severity of an incident shall be based on the National Cyber Incident Response Plan of the 

United States Department of Homeland Security as outlined in the measure. The report of an 

incident shall contain a summary of the facts surrounding the cybersecurity incident or 

ransomware incident, information relating to the agency’s data and the location of any backup 

data, the data compromised by the incident, the estimated fiscal impact of the incident, and the 

details of the ransom demanded in the case of a ransomware incident.  
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